LPHA Email Transition & Security Guide
1. Introduction: Why This Guide Matters
As the Missouri Department of Health and Senior Services (DHSS) transitions away from providing centralized email hosting, Local Public Health Agencies (LPHAs) will be moving toward independent IT environments. We know that setting up and managing your own email system can feel overwhelming, especially with public health data security to keep in mind.
This guide is designed to help you navigate this transition smoothly. Think of this document as a roadmap of “best practices.”
	Important Note on Budgeting:
We completely understand that LPHAs come in all shapes and sizes, and not everyone can afford the “gold standard” setup right away. Do not feel discouraged if you cannot implement everything in this guide immediately. Instead, use this as a checklist to prioritize what you can do today, and what you can build toward as budget and resources allow.



2. Choosing Your Email Platform
Your first decision is selecting where your emails will be hosted. There are many secure options, whether offered by your internet provider or a third-party vendor. Either can offer robust security, compliance features, and collaboration tools. The rest of this document will outline features that are ideal when establishing a secure email environment while hopefully guiding you in your procurement efforts.
3. Essential Email Protections (Protecting Your Inbox)
Once you have selected your platform, you need to set up “defenses” to keep bad actors out and protect sensitive health information.
3.1 Email Authentication Standards (The “ID Badges” of Email)
Just like you check ID badges at your clinic, your email system needs to verify that incoming and outgoing emails are legitimate. Setting these up prevents scammers from pretending to be your agency.
SPF (Sender Policy Framework): A list of approved servers allowed to send email on behalf of your domain.
DKIM (DomainKeys Identified Mail): Adds a secure, invisible digital signature to your outgoing emails, proving they weren’t tampered with along the way.
DMARC (Domain-based Message Authentication, Reporting, and Conformance): The “manager” that tells other email providers what to do if an email pretending to be from you fails SPF or DKIM (e.g., send it straight to spam).
Budget Tip: Setting these up is usually free. They are standard configurations included with your domain name and email provider! Basic spam filtering is also usually included in most standard plans, but advanced threat protection can and should be added on for a small fee per user or as budget allows.
4. Securing Your Access
How your staff logs into their accounts is just as important as the platform itself.
4.1 Access Control
· Access Controls (Unique User Identification): Every user who accesses the email system must have a unique login (username and password). Group, shared, or generic departmental email accounts should be prohibited.
· We have shared/generic email accounts in our environment today.  However, by default, the account is disabled for direct logon (the Active Directory account belonging to a group, shared, generic department account is disabled by default).  Users access these mailboxes using their own credentials. Within the individual LPHA, the Active Directory permissioning won’t be an option. So, eliminating shared/generic accounts is best practice.
4.2 Automatic Logoff
We have all walked away from our desks to answer a quick question or help a patient, leaving our computers unlocked. If a visitor or unauthorized person steps up to an unattended computer, they instantly have access to your email and patient files.
· What it is: An Automatic Logoff policy automatically locks a computer screen or logs a user out of their email session after a set period of inactivity (typically 10 to 15 minutes).
· Why it’s critical: It prevents "shoulder surfing" and accidental data exposure in busy public areas where staff are constantly moving between rooms.
· Recommendation: This costs absolutely nothing to set up. It can be configured directly in your Windows or Mac computer settings, or applied globally across all agency computers by your IT support provider.
 4.3 Audit Controls
If a file goes missing, or if an email account is accessed from a suspicious location, how do you find out what happened? An Audit Control system acts like a security camera for your digital network, keeping a continuous log of "who did what and when."
· What it is: It automatically records major events, such as:
· Successful and failed login attempts.
· Files that were downloaded, shared externally, or deleted.
· Changes made to system security settings.
· Why it’s critical: In the rare event of a data breach, state inspectors and cybersecurity experts will rely entirely on these logs to see if patient data was compromised and to stop the attack.
· Recommendation: Basic auditing and logging are automatically enabled for free in many applications. However, standard plans usually only keep these logs for 90 days. As your budget grows, you can upgrade your plan or use an archiving tool to store these critical logs for longer periods to meet state compliance requirements.
4.4 Multi-Factor Authentication (MFA) is essential
What it is: MFA requires users to provide two or more verification factors to gain access (e.g., typing in their password, plus entering a temporary code sent to a secure mobile app). This is the role Otka fulfilled on your state email.
Why it’s critical: Even if a scammer guesses or steals an employee’s password, MFA blocks them from logging in.
Recommendation: If you only do one thing from this guide, make it this. Implement MFA for every single user immediately. It is standard and often free to enable on most platforms.
4.5 Single Sign-On (SSO) and Identity Management
What it is: A system that allows staff to log in once with one secure set of credentials to access all their work applications (email, electronic health records, payroll, etc.).
Why it helps: It simplifies password management for staff and allows your IT administrator to instantly disable access to all systems if an employee leaves the agency.
Budget Tip: While helpful, this can be complex to set up. Treat this as a long-term goal if you have limited IT support.
5. Safeguarding Sensitive Data & Privacy
As a public health agency, you handle protected health information (PHI) and must comply with state and federal privacy laws (like HIPAA).
5.1 Data Loss Prevention (DLP)
What it is: A system that automatically scans outgoing emails for sensitive patterns (like Social Security Numbers, medical record numbers, or financial details).
How it works: If an employee accidentally tries to email a spreadsheet of patient data to an external, unencrypted address, the DLP system will block the email and warn the sender.
Budget Tip: Start by training staff on what not to email. You can implement automated DLP software later as your budget grows.
5.2 Email Encryption
What it is: Scrambling the content of an email so that only the intended recipient can read it.
Why you need it: Standard email is like a postcard, it can theoretically be read in transit. Encryption turns it into a locked envelope. You must use encryption when sending any protected health information (PHI) outside your organization.
Budget Tip: Many providers offer built-in encryption features in their standard business/government tiers, though some advanced options require higher-tier licenses.
6. Backup, Archival, and Disaster Recovery
Accidents happen, files get deleted, and sometimes state record laws require you to produce old emails.
6.1 Cloud-to-Cloud Backup
Why you need it: Many people assume vendors backup your data forever. They don’t! They protect their systems from crashing, but if a user deletes an email or folder, it may be permanently gone after 30 days.
The Solution: Use a third-party cloud backup provider to take daily, independent snapshots of your email, calendars, and files.
6.2 Email Archiving (Sunshine Law Compliance)
Why you need it: As a public entity, you must comply with Missouri’s Sunshine Law and public record retention requirements. You may need to retrieve emails from years ago.
The Solution: An archiving tool creates an unalterable, searchable record of every email sent or received by your organization.
7. Conclusion: You Are Not Alone
Transitioning to independent IT infrastructure is a significant step, but it also gives your LPHA complete ownership and control over your digital tools. Take it step-by-step, prioritize security basics like MFA and email authentication first, and build your digital protections as your resources allow.
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